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Spoofing Vulnerability Eliminated in
Impella Connect® Cloud

Abiomed is dedicated to ensuring the safety and security of our products worldwide and has internally
identified and eliminated a security vulnerability in our Impella Connect Cloud product. This vulnerability, if
exploited, cannot lead to patient harm or exposure of patient data. To Abiomed’s knowledge, this vulnerability
has not been exploited.

Abiomed conducted an investigation and determined its only affected product was the Impella Connect
Cloud. The vulnerability could allow an attacker to use a specially-crafted API call to launch a spoofing attack.
The vulnerability was eliminated in Impella Connect Cloud v3.14.1.

Affected Products:

Product & Version Recommended Response

Impella Connect Cloud v3.14 None; the Impella Connect Cloud has been updated
to 3.14.1 worldwide and this vulnerability has been
eliminated.

ABOUT IMPELLA CONNECT CLOUD

The Impella Connect portal is Abiomed’s online device management system that allows clinicians and
Impella support staff to remotely view Impella data. Users can view active Impella case pump data
through intuitive summary dashboards, and select individual cases to view live video streams of the
pump information transmitted from the Automated Impella Controller™.

ADDITIONAL INFORMATION

Customers interested in additional information about any Abiomed products should contact their
Abiomed assigned account or customer support representative.

Abiomed is committed to ensuring the safety and security of our products. For more information on

Abiomed’s product cybersecurity program, please go to: https://www.abiomed.com/product-security
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Recovering hearts. Saving lives.

This bulletin is intended for dissemination of technical information only.




